
Human System Interfaces and 
Resilience Interaction

Ronald Laurids Boring, PhD, FHFES
Manager, Human Factors and Reliability Department

Idaho National Laboratory
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real name. It’s not my
supervillain name. It’s
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One Big Happy Family: Boring is derived from same surname as Boeing 
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Primarily a U.S. 
distinction; 

internationally, the 
term ergonomics is 

used for both aspects



What are the Human Factors?

Performance
Productivity, quality, accuracy, 

speed, reduced errors, 
situation awareness…

Task
Ease, complexity, novelty,

task allocation, skills, 
knowledge, repetitive, 

monitoring, control, 
mitigation…

Organizational
Regulatory, training, job, 

design, politics, roles, shift 
work…

Health
Stress, headaches, musculo-

skeletal disorders…

Environmental
Noise, heating, lighting, 

ventilation, radiation, 
accessibility, habitability…

Comfort
Seating, equipment, layout…

The Operator
Mental & physical abilities and 

limitations, motivations, 
enjoyment, satisfaction, 

personality, experience level…

Interface
Input & output devices, 

dialogue structures, display 
objects, navigation, color, 

icons, commands, graphics, 
natural language, 3D, touch, 

haptics, user support, 
multimedia…



Birth of Human Factors in the U.S.

• During WWII psychologists were enlisted to help in war effort
• Screening aptitudes to determine where conscripted soldiers should go

• E.g., someone with particularly good spatial aptitude might be assigned to the emerging air force
• Enhancing training

• Need to train people very quickly to fill the wartime roles
• Counseling and clinical needs

• Help allay the severity of post-traumatic stress (know at the time as being shell-shocked)

National Museum of the U.S. Air Force

• New technologies were tricky
• No amount of training seemed to help master 

emerging technologies
• B-17 bomber featured newfangled landing gear
• Upon landing, pilots kept confusing flaps and landing 

gear, crashing the planes
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Birth of Human Factors in the U.S.

• Alphonse Chapanis, psychologist from Johns Hopkins University, realized that 
placement of landing gear and flaps was confusing

• The human factors:
• Levers were behind pilots and not visible
• Pilots had high workload while landing
• Plane movement while landing was considerable

• Chapanis realized that humans could not be adapted to the design—the design needed to be
adapted to the human

• It was nearly impossible to change the engineering (e.g., reposition the levers) of the plane at this 
stage

• Would it be possible to make the function of the two levers intuitive?
• The pilots were not confused about what they wanted to do = they had a pretty clear mental 

model
• The pilots simply couldn’t easily distinguish the levers in those circumstances = limits of human 

performance
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Birth of Human Factors in the U.S.

• Wrong mental model
• Training can often reinforce the right way to do something and change mental model if needed

• Limits of human performance
• Humans can show improvement through training, but only to a point
• There are limits on what humans can do

• Chapanis addressed this problem by making the lever handles intuitive
• Flat horizonal handle = the shape of a wing or flap
• Round handle = the shape of a wheel
• Easy fix that could be retrofitted without major 

engineering efforts
• Bonus! No more crashes of planes due to flap/

landing gear confusion!
• Human factors is about designing for the

capabilities of the user



Information Processing
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Information Processing in Humans

In Simplest Terms
• Each of these functions of human 

cognition presents an opportunity 
for error

• Input: Didn’t see a brake light
• Decision Making: Got distracted
• Memory: Got confused about 

right-of-way rules
• Action: Hit the gas instead of the 

brake
• Each also presents a way for 

human to adapt or be resilient
We have to design systems 
around human cognition



Big Picture in Information Processing

Human-Computer Interface (HCI)
• Computer output = human sensation

and perception
• Human action = computer input
• It’s a feedback loop



Human Factors Design Philosophy
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User 
Centered 

Design

It’s not enough to merely design a product. A designer must identify the 
user and consider the respective abilities, needs, and limitations. 

Considering the user enhances safety, efficiency, accuracy, and 
effectiveness of a design. It also increases the resilience of the user.  



What Does Human Factors Do?

Most commonly, human factors helps design and validate technologies for human 
use

• Combination of applying knowledge and gathering knowledge
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What Does Human Factors Do?

Most commonly, human factors helps design and validate technologies for human 
use

• Combination of applying knowledge and gathering knowledge
• Known good practices for what makes a design work

• e.g., properties of good human-computer interface (HCI) such as layout, legibility, colors, navigation, 
etc.

• Fed into design process as design requirements
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What Does Human Factors Do?

Most commonly, human factors helps design and validate technologies for human 
use

• Combination of applying knowledge and gathering knowledge
• Each human-system interface application is different
• Necessary to evaluate the human use of that specific technology
• Mockups, prototypes, or beta versions run through scenarios with users
• Performance data collected to determine if it works
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APPLY KNOWLEDGE

take what you know that works 
for human interactions with 

technology and use it to design 
system

GATHER KNOWLEDGE

run a user study to learn about 
how human interacts with that 

technology



Methods vs. Measures

Human factors as a science and practice has thousands of methods
• Methods outline how to apply or gather knowledge
• The techniques human factors experts use = the process of human factors

Human factors has thousands of measures
• Measures outline what the resultant knowledge is
• We measure some aspect of the human performance with the technology and use that to 

determine if the technology works or not for human use
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Methods vs. Measures: Thinking Human Factors

Problem: What is the ideal input device for a digital display on a control 
board—mouse, trackpad, or touchscreen?
• Applying knowledge: What do we know from what’s been done before?

• Many digital systems currently in nuclear plants predate current input device 
technologies—not applicable to generalize current systems

• Surrogate systems like aviation decided against touchscreens because of turbulence—
not applicable, because we have minimal turbulence in control rooms

• “Gorilla arm syndrome” that arms get fatigued using vertical touchscreen—applicable 
finding but not conclusive enough to make design decision
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Methods vs. Measures: Thinking Human Factors

Problem: What is the ideal input device for a digital display on a control 
board—mouse, trackpad, or touchscreen?

• Gathering knowledge: Let’s find out from actual operators
− Put a prototype digital control system in front of 

operators and see
− Each operator tries out simple task using mouse, 

trackpad, and touchscreen
− Ask them what they liked best—touchscreen
− See how they performed best—mouse (accidental 

activations with touchscreen)
• Applying knowledge: Design recommendation is for 

mouse because operator performance was best and that’s 
most important factor for nuclear operations
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Human Factors and System Engineering

Applying and gathering knowledge are part of system engineering approach 
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• Applying knowledge helps 
build the system (left side)

• Gathering knowledge 
helps validate the system 
(right side)
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Iterative Design 

Often system engineering is done iteratively and called user centered design
• Early analysis done to gather knowledge to inform design
• System is designed
• Early designs are tested
• Design improved and implemented
• New design tested
• Repeat

So
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bi

lia
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Key Human Factors Nuclear Regulatory Guides (NUREGs)
Applying knowledge
• NUREG-0700: Human-System Interface Design Review Guidelines
• Provides a compendium of principles of human factors that should be considered for good 

design
Gathering knowledge
• NUREG-0711: Human Factors Engineering Program Review Model
• Provides a process model for gathering knowledge as part of design and implementation

Note: Similar guidelines found in most industries
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Human Factors Methods per NUREG-0711 
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Table 1. HFE Phases Covered in NUREG-0711, Rev. 3. 
 

Planning and 
Analysis Design Verification and 

Validation 
Implementation 
and Operation 

 
HFE Program 
Management 

 
Operating 

Experience 
Review 

 
Function Analysis 

& Allocation 
 

Task Analysis 

 
Staffing & 

Qualification 
 

Treatment of 
Important Human 

Actions 
 
 

 
Human-System 
Interface Design 

 
Procedure 

Development 
 

Training Program 
Development 

 
 

 
Human Factors 
Verification and 

Validation 
 

 

Design 
Implementation 

 
Human 

Performance 
Monitoring 

 

 

We conducted a survey of U.S. utilities (Joe et al., 2012) and determined that in the U.S., utilities were 
likely to go about a partially modernized control room process, resulting in a hybrid control room of 
legacy analog I&C and newer digital HMIs. Systems are likely to be upgraded one at a time across 
outages, resulting in the gradual stepwise modernization of the main control room. As noted in NUREG-
0711, this process of gradually introducing new HMIs to the control room, typically starting with non-
safety systems, is an approach that ensures operators are comfortable with the HMIs long before safety 
systems are upgraded. 
 
While NUREG-0711 covers both new builds and control room modernization, the majority of the 
guidance specific to control room modernization is contained in the Implementation and Operation phase 
under the subelement on Design Implementation. Because of the graded approach, some control room 
modernization activities are below the threshold for formal Chapter 18 review by the U.S. NRC. 
Licensees considering control room modernization activities may therefore be confused about the 
applicability of NUREG-0711. Further, much of the emphasis in NUREG-0711 is on final product 
review, and the HFE process outlined may omit many steps that would helpful en route for the licensees. 
Finally, the guidance in NUREG-0711, Rev. 3, while more comprehensive than earlier versions, does not 
provide extensive guidance specific to control room modernizations. To redress these challenges to a 
licensee who wishes to undertake control room modernization and follow an HFE plan, this report (and a 
companion report by Boring et al., 2014) seeks to fill in gaps in NUREG-0711. In most cases, the 
information contained in these two reports is implied in NUREG-0711, but it is helpful to capture some 
additional steps that will aid the licensee in control room modernization. We begin our discussion in the 
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Look familiar?
• The general 

system 
engineering “V” 
Model overlays on 
the major 
elements
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We conducted a survey of U.S. utilities (Joe et al., 2012) and determined that in the U.S., utilities were 
likely to go about a partially modernized control room process, resulting in a hybrid control room of 
legacy analog I&C and newer digital HMIs. Systems are likely to be upgraded one at a time across 
outages, resulting in the gradual stepwise modernization of the main control room. As noted in NUREG-
0711, this process of gradually introducing new HMIs to the control room, typically starting with non-
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guidance specific to control room modernization is contained in the Implementation and Operation phase 
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additional steps that will aid the licensee in control room modernization. We begin our discussion in the 

Look familiar?
• This is the “user 

centered design” 
process mapped 
to nuclear power 
applications
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Methods and Measured Revisited

In reality, you use specific methods to gather specific results/measures
• Guided by where you are in the design process, especially when iterative

• Formative: The design is still being formed = early design stage
• Summative: The design is complete and being summarized or validated = late design stage

Early (formative) Late (summative)

• Usability informing design
• More qualitative emphasis

• Acceptance testing of final design
• More quantitative emphasis
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Our Design Testbeds Aren’t Just Nuclear Power
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How About Different Interfaces for the Same Systems?
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Advanced Visualizations
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Advanced Features Like Intelligent Operator Aides

48



Advanced Applications Like Hydrogen Production

49

Supervisory Indication Display

Alarms

Prominent Key Parameters 
with Sparklines

Mode Indicators

Data Tables for quick 
reference

P&ID Mimic

Navigation

Controls

Alarms

Flow and Level Controllers

Trip System

Electrical Breaker for HTSE



Advanced Control Room Mockups
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Simplified Simulator for Advanced Control Rooms
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Guideline for Operator Nuclear Usability 
and Knowledge Elicitation (GONUKE)

3 DISCOUNT USABILITY FOR CONTROL 
ROOMS 

 
Beyond Nielsen’s lament, the problem of overtrust-
ing quantification while discarding qualitative re-
sults is even more pronounced in safety critical in-
dustries where the user interface is regulated.  Two 
well established guidance documents on evaluation 
in the nuclear power industry mirror this view: 
 
• NUREG/CR-6393, Integrated System Validation: 

Methodology and Review Criteria (O’Hara et al., 
1995), emphasizes quantitative measures of op-
erator performance such as time, accuracy, fre-
quency, amount achieved, quantity used (i.e., 
consumption), situation awareness, and cognitive 
workload for ISV. These measures are obtained 
in a summative test with a reasonably complete 
set of use scenarios. The measures may be ob-
tained directly (e.g., through physiological 
measurement) or indirectly through observation 
or subjectively through self report of expert as-
sessment. The more recent NUREG-0711, Hu-
man Factors Engineering Program Review 
Model (O’Hara et al., 2012), repeats the 
measures and experimental process from NU-
REG/CR-6393. 

• IEEE Std 845, IEEE Guide for the Evaluation of 
Human-System Performance in Nuclear Power 
Generating Stations (2001), discusses a wide 
range of data collection techniques that might be 
compatible with discount usability approaches 
but encourages experimental techniques for as-
sessing human-computer interfaces. IEEE 845 
references additional sources on performance 
measures (AAIA, 1992) and emphasizes the use 

of statistical tests to determine significant per-
formance differences between operators or 
crews. This emphasis on statistical testing is like 
traditional psychological experimentation in-
volving a large sample size of participants suita-
ble for a benchmark comparison.  

 
More recent guidance documents are beginning to 

embrace the principles of discount usability: 
 
• BNL-6859, Integrated System Validation: Mod-

els, Methods, and Issues (O’Hara and Higgins, 
2015), updates earlier guidance in NUREG/CR-
6393 on ISV. This report reviews extensions to 
the basic ISV process, including stepwise or sub-
system validation exercises that evaluate partial 
upgrades typical for most modernization activi-
ties, the use of more qualitative observations to 
inform the validation process, the challenge of 
aligning cognitive measures like workload and 
situation awareness with clear performance ac-
ceptance criteria, the importance of assessing 
teamwork in addition to individual operator per-
formance measures, the importance of measuring 
task performance more than operator perfor-
mance, and the application of usability ap-
proaches to ISV. Many new and international 
developments point toward simplified measures 
and methods as well as earlier stage evaluations 
than ISV.  

• HWR-1034, Workshop Meeting on Human Per-
formance Measurement for Simulator Experi-
ments In Nuclear Process Control (Skraaning et 
al., 2013), summarizes the types of measures 
used in simulator experiments, including ISV. 
This report highlights some of the limitations of 

 
 
Table 1. Guideline for Operational Nuclear Usability and Knowledge Elicitation (GONUKE; from Boring 
et al., 2015). 
 

  Evaluation Phase 

  Pre-Formative 
(Planning and 

Analysis1) 

Formative 
(Design1) 

Summative 
(Verification 

and Validation1) 

Post-
Summative 

(Implementation 
and Operation1) 
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va
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n 

T
yp
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Expert Review 
(Verification) 

[1] 
Design  

Requirements 
Review 

[2] 
Heuristic  

Evaluation 
 

[3] 
System  

Verification 
 

[4] 
Requalification 

against New 
Standards 

User Study 
(Validation) 

[5] 
Baseline  

Evaluation 
 

[6] 
Usability  
Testing 

 

[7] 
Integrated  

System  
Validation 

[8] 
Operator  
Training 

 

Knowledge 
Elicitation 

(Epistemiation) 

[9] 
Cognitive 

Walkthrough 
(Task Analysis) 

[10] 
Operator  

Feedback on  
Design 

[11] 
Operator  

Feedback on  
Performance 

[12] 
Operating  

Experience  
Reviews 

                          1Corresponding Phases in NUREG-0711. 
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Allocation, Task Analysis, Staffing and Qualification, and 
Treatment of Important Human Actions. NUREG-0711’s 
Planning and Analysis phase also includes an element, Human 
Factors Engineering Program Management, that is outside the 
purview of evaluation techniques. 

It has been noted that NUREG-0711 is not a roadmap or 
process to follow (Boring et al., 2014). Here, we have 
similarly argued that GONUKE is a framework, not a method 
(see C2). Understanding that neither NUREG-0711 nor 
GONUKE is meant as a step-by-step method can help with 
crosswalking elements. The two guidance documents are 
made for different purposes—the former to help regulatory 
review and the latter to help the design and development 
process. Put simply, GONUKE provides a framework to 
identify evaluation evidence that can support NUREG-0711. 
GONUKE also has many uses beyond NUREG-0711, and 
NUREG-0711 certainly does not require all elements in 
GONUKE. 
 
C4: GONUKE Application Should Follow a Graded 
Approach 
As noted in the previous consideration, not all of GONUKE 
needs to be applied to meet the evaluation requirements for a 
successful design. The level of evaluation should be 
commensurate with the needs of the project, including 
considerations of the potential consequences of a failure of the 
system or HSI. This approach is referred to as a graded 
approach (International Atomic Energy Agency, 2008) and 
suggests systems that have greater safety consequences should 
be subject to a more rigorous human factors engineering 
processes, of which evaluation is a critical part. The nature of 
the design activities will drive the evaluation, but generally 
any opportunity to ask “What do I need to know to make this 
process or system safer?” will mark a suitable point for a 
GONUKE evaluation activity. 

Two brief case studies illustrate the utility and variety of a 
graded approach: 
• New Builds: In the design of a new highly automated 

main control room for an advanced reactor design, the 
HSI features unprecedented technologies for nuclear 
energy. Because the concept of operations is not 
previously pedigreed, the design is a greenfield 
undertaking. This activity would benefit from as complete 
a set of evaluations as possible, likely spanning 
verification and validation from pre-formative up through 
summative evaluation phases. Because there is no 
operating experience with the novel system, there may be 
insufficient subject matter expertise to invoke 
epistemiation evaluation types, unless experience can be 
drawn from surrogate systems outside nuclear energy. 

• Plant Modernization: A non-safety system like the 
turbine control system at a nuclear power plant is 
upgraded to a new vintage of digital HSIs. The 
predecessor system had undergone extensive human 
factors design and evaluation work to meet NUREG-0711 
requirements. While the new system features a 
modernized user interface, the functions, navigation, and 
operation of the control system remain like-for-like. In 
this case, it may be acceptable to perform a truncation of 

the full GONUKE framework. Some operator input (e.g., 
Box 10) may help finetune interface elements, but it is 
possible to forego many of the design-from-scratch 
processes. Likely, the system conforms enough to existing 
HSI style guides and requirements that the most important 
evaluation is testing its readiness for use (e.g., Box 7, 
Integrated System Validation).  

 
C5: Different Evaluations are Required for Formative vs. 
Summative Phases 
Kovesdi et al. (2018) classified human factors methods 
according to two dimensions: qualitative vs. quantitative and 
subjective vs. objective measures. Another evaluation 
dimension should be considered here, namely formative vs. 
summative phases. This distinction is embedded in GONUKE 
as it suggests different evaluation methods across different 
development and design phases. There is no one-size-fits-all 
suite of evaluation methods to be used across the design 
lifecycle. Rather, the very nature of the evaluation and 
information that needs to be extracted from evaluation will 
vary considerably as the design matures. 

Early in the design, the information that is needed may not 
be quantitative or performance-based. Operator preferences 
and insights based on their expertise may be verbalized and 
turned into design recommendations. Early in the design 
process, the design team needs to know what features to 
include and why they are important more than they need to 
know how well the operator performs on the task. As the 
design is formalized and becomes more mature, there is a shift 
to needing more performance data. It becomes important to 
know how accurately or how quickly the operator performs 
tasks or how compliant the design is to standards. As 
discussed in C1, evaluation either informs or confirms the 
design. A little of both is performed throughout iterative user-
centered design. However, the overarching goal of formative 
evaluations is to inform the design, whereas summative 
evaluations confirm the design. Often qualitative evaluations 
are best suited for informing the design, while quantitative 
evaluations serve confirmation. 

 
Figure 1. ALARA-NODOSE evaluation continuum. 
 

Additionally, the level of evaluation may differ across the 
lifecycle. Formative evaluations may benefit from concepts 
like discount usability or As Low as Reasonable Assessement 
(ALARA; Boring, 2016), meaning early evaluations may not 
require the rigor and realism of later evaluations. A 
counterpart concept to ALARA entails a detailed, 
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Methods and Measures Revisited

Why would you use different methods and measures depending on where you are 
the design phase?
• Early on, it may be as important to know why they didn’t do well or didn’t like an interface

• Qualitative feedback from operators helps refine design
• e.g., “I didn’t understand the dialog box and clicked the wrong button” is more useful to design 

improvement than “2 out of 3 operators clicked wrong button”
• Later on, it is important to know how they did to pass the design

• Quantitative feedback gives objective measures of performance
• e.g., operators completed task using interface within the tech spec time limit
• e.g., operators completed task with no critical errors
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In Sum: Designing for Human Resilience

1. Understand human limitations

2. Understand what humans are good at
• Automating the human out of the system may not be the best solution

3. Prototype your system and test actual human performance

4. Identify opportunities for preventing and recovering from error traps



Questions?
ronald.boring@inl.gov


