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Resilient Control Systems Background
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Control System Complexity

(Ron Fisher, inl.gov)

Fuels, Lubricants

¢ — e - Process Data Historian, Diagnostics
¢",~ " Fuel Transport, ™ =~ {7~ URMAIOI. e and Advanced Cortrol
Iy Shipping S Algorithms
Fuel for Generators, Power for t t
— Lubricants — - Signaling, ; | I
@ o :L ~ _,§.g/_itcbeg_ R tation g Set.Pomts. Control | |
/ Fuels, Lubricants ¢ ,* _ _ ~~_ . "X Algorithms, Paramete | I
! // ; € 2 el % \Q» . Constraints | I
] / Power for Pumping Ly Transport, N i\ \ | |
| R « Stations, Storage, Ly .7 hipping \ / % N SR > — I
1 T s / Shipp \ L \ d
lo, I6 8 <Control Systems 14 B e A \ ; ' — |
'S ll s S o by I -~ “Power for~ o \‘ Manipulated Variables I
I's, 139 §  Power for Pump Compressors, _§I | |
I'§, '@ EY and Lift Stations, Storage, 81 |
1§, TS Control Systems @EIIUTR Control 3¢, Lol
1§, 18 g’él’— = Systems g§| | Y e A SN
I8 IB% / Water_for 7] E' 1 Actustors 4 — — — - Sensors 4~
I G 153y cooling, gl
I Ql I miSSio,ns Ol I 4
I3y Reductio # I
'\ 2 P it Measured or
\ L ot ,I‘/( Controlled Variables
()
\\ = MR COo/, VAR
~ ~ Y, /
TR SCapy~~ "~ 2 1
\ 4 Compy S
253 \‘: S Jf Process ': ControbedProcess Process
T~ B rppaiien S 5% Inputs A Outputs
N, e for Gene %
N -~ — EUSI - educuon
N - Disturbances

= Water for Production, Coolin®

The ability to network control systems has provided a mixed blessing in the ability to interlock
systems of systems, even crossing industrial sectors.
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Cyber System Complexity

Adapted from Lipson, H. F., Tracking and Tracing Cyber-Attacks: Technical Challenges and Global Policy Issues, ics-cert.us)
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Cyber security attacks are becoming increasingly complex, which includes the targeting
of control systems.
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Human System Complexity

(yokagawa.com, cs-studio.sourceforge.net, plantautomation-technology.com)

Alarm Table &3 S|
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Rl FEsls 5o St -

Current Alarms

T S PV Description Time Current Severity Seveﬁty Status
=i v 1) D l RFQ_Vac:GV_1B:Sts RFQvacuumvalve1Bcl.. 2008/11/3009:06:21 JOK B s~re ALARM
RFQ_LLRF:ResCtrll:ResEr.. RF Qlow level R Fresona..  2008/11/27 20:39:52  |OK R i1 ALARM
MEBT_RF:Bnch03:V_Plt_... MEBT three power amplifi..  2008/11/2802:22:11  [OK R 0.0 ALARM
MEBT_RF:Bnch03:_Pit_ PA  MEBT three power amplifi..  2008/11/2802:22:12  [OK IR 010 ALARM
FE_MPS:MIOC1 Aistatus_... MPS Beam permit 2008/11/2612:16:28 | OK S 0.0 ALARM
DTL_HPRF:Xmtrd:PLC_C... Check DTL Xmtrd PLC par... 2008/11/27 20:46:32  |OK N - ALARM
DTL_HPRF:Xmtr3:PLC_C... Check DTL Xmtr3 PLC par...  2008/11/27 20:46:50  |OK I ALaRM
DTL_HPRFIGBT:PPS_W... DTL3 HP Mod Smoke Alarm  2008/11/27 20:2001  [OK R sATE ALARM
CHL_ODH:AITL SysiFit  CHL ODH System Fault 2008/11/3008:34:30  [OK R sTATE ALARM
T TGT_LWS2:Tnk_TE1710...  Proton beam window halo... 2008/11/26 22:22:09 oK MINOR HIGH_ALARM
A TGT_LWS2:Tnk_TE1710:T Proton beam window halo... 2008/11/26 22:22:50 0K MINOR HIGH_ALARM
TGT_LWS2:Tnk_TEL710LT  Proton beam window halo... 2008/11/26 22:22:29  [OK MINOR  HIGH_ALARM
TGT_LWS2:Tnk_TEI710F:T Proton beam window halo... 2008/11/26 22:20:58  [OK MINOR  HIGH_ALARM
e e — TGT_LWS2:Tnk_TEL710ET Proton beam window halo... 2008/11/26 22:20:47  |OK MINOR  HIGH_ALARM
TGT_LWS2:Tnk_TELI710B:T Proton beam window halo... 2008/11/26 222333  [OK MINOR  HIGH_ALARM
TGT_LWS2:Tnk_TEI710AT Proton beam window halo... 2008/11/26 222312  [OK MINOR  HIGH_ALARM
TGT_IDMP:TP_TE95080:T  Ring Guard Temp O 2008/11/2804:58:11  [OK MINOR  HIGH_ALARM
TGT_IDMP:TP_TE9S08M:T  Ring Guard Temp M 2008/11/2814:21:24  [OK MINOR  HIGH_ALARM
TGT_IDMP:TP_TE9508F:T  Ring Guard Temp F 2008/11/26 22:23:25  |OK MINOR  HIGH_ALARM
TGT_IDMP:TP_TE9508ET  Ring Guard Temp E 2008/11/26 22:23:26  |OK MINOR  HIGH_ALARM
ICS_Tim:Gate_BeamOn:S... Beam off 2008/11/2612:43:59  [OK MINOR  STATE_ALARM
DTL_LLRFIOCL:Load DTL_LLRRIOCL:Load 2008/11/26 2217:08  MINOR MINOR  HIGH_ALARM
CCL RCCS:CV401:Psn R... RCCS CV one valve onen li...  2008/11/26 19:40:31 oK MINOR HIGH ALARM

Human

Interaction

Sensors

Actuators

Machine

Sensors

i/

Processing

Human interfaces are loaded with data, generating complexity for the operator or dispatcher to

interpret.
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Resilience Considerations Arising From Complexity

« Unexpected condition adaptation

» Achievable hierarchy with semi-autonomous echelons: The ability to have large scale, integrated
supervisory control methodologies that implement graceful degradation

 Distributed control to address complex interdependencies and latency: Decomposition of
interdependent control system elements to simpler, stabilizable agents to reduce impacts from
latency and failure propagation
« Goal conflicts

« Recognize performance goals: Besides stability, security, efficiency and other factors influence the
overall criteria for performance of the control system and must be prioritized with appropriate
tradeoff analysis

* Increase state awareness: Raw data must be translated to information on the condition of the
process and the control system components
 Human interaction challenges

« Human performance prediction: Humans possess great capability based upon knowledge and skill,
but are not always operating at the same performance level

« Cyber awareness and intelligent adversary: The ability to mitigate cyber attacks is necessary to
ensure the integrity of the control system
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Disciplinary and Application Alignment

Physical
Measure = feuies  Remiton oper sl Recon
Resist/
Respond Resilience
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Resilient Control System Precepts
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Next Generation Control Systems: From Reliable to Resilient

State Awareness provides essential
Threats are those elements that counter knowledge  of operating parameters to fully
nomalcy and destabilize control system characternize the decision space

Resilient Design provides an
adaptive capacity and agility for
responsefothreats, including those
that are not well characterized by
traditional means

networks —human error, damaging storms,
malicious  attacks, complex failures &
interdependencies

“Resilience” is the capacity of a control system to maintain state awareness and an
accepted level of operational normalcy in response to disturbances, including threats of an

unexpected and malicious nature. (2009) U NIVERSITY
U2 NORTH DAKOTA



Transformational Threat-Resilient Control Systems

« National Challenges
» Cascading failure: Increasingly networked control
systems create correspondingly increased
control/human interdependencies
» Cyber security: Cyber vulnerability is a new
dynamic systems failure paradigm

 Outcomes Addressing Challenges

« Minimizing impact to infrastructure and mission
* Intelligent architectures integrate expert knowledge with supervisory control
» Diverse detection and response protections at each level of control system architecture

« Maximizing operational efficiencies
» Advanced control designs assess degradation and proactively control
« Enabling rapid response to all threats
« Cyber security and human factors-based degradation state awareness for operators and

.I — U NI VERSITY OF
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From Reliable Centralized to Resilient Distributed Control Systems

 Unexpected condition
adaptation

* Centralized monitoring and
control interactions that are
brittle to unexpected
failures

« Complex
interdependencies and

latencies of interaction that
cause emergent behaviors

* Human Interaction

« Complex human
performance variables and
variations

« Multiple performance
goals not uniquely
correlating resilience

 Malicious Action

 Lack of state awareness of
malicious action and
physical context
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Unexpected condition
adaptation

Decomposed dynamics to achievable
hierarchy with semi- autonomous
echelons

Tiered metrics to confirm performance
and root cause

Negotiated tradeoff analysis to disturbance
condltlo_n_s to ensure mission resilience
over efficiencies and cost

Intelligent b_ehavior learning for
transT:ormatlonaI response

Human Interaction

Prediction of human performance and
autonomy interdiction

Fusion and prioritization of response
based upon resilience priorities

Malicious Action

Active defenses for deception and
environment modification confuse and
deflect adversaries
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Architecture for Resilient Design
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A Resilient Control System Architecture

Mixed Initiative Framewerk that provides

mechanisms to integrate automation and human
response in an optimized manner, taking benefit
from the inherent resilience in both

silient Control System

Data Fusion Approach that can process diverse
data to proactively recognize threats within each
measure of normalcy and prioritize response

Manager

Cyber Securily Production Goals

Intelligent Interpretation
Physical and Control

Security
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Hierarchical Contrel System Design that
provides a robust and adapfive mechanism
for optimizing control system performance to
measures of normalcy
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Hierarchical, Multi-agent Dynamical System Design for a Physical System
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« Management and Coordination Layers Reflect Policy & Coordination

Human intrinsic decisions and desires currently performed outside of control system
Integrated using computational intelligence, codifying human interactions and decisions

Performance targets and decisions integrated directly in the design to increase resilience through
rapid configuration and reduced operator burden

Security and complex interdependencies are key elements in ensuring the ultimate architecture of
the design, requiring a perspective on normal behaviors and interactions

« Execution Layer Reflect the Time-based Control Theory of Operation
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Transformative Research and Deployable Solutions for Inherent Infrastructure
Res i I ie n ce (from inl.gov)

Intelligent Cyber Detection Role-based, Cyber-Physical State
& Feedback Mechanisms and Context Awareness

Resilient Control ‘
System Architecture /
_,Eﬁ: ! ""5 , =
,f_c“— Ser kmceh
Adaptive and Agile Resilience "“' \ ‘ «-""f’ o Infrastructure Trustworthiness
Control Architectures . Sl Assessment & Proactive Control

Pl

( ~esilient Control &
Instrumentation Systems
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Summary
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Summary

* Resilient Control Systems has been a Research Area Since 2008

» Founded Resilience Week, but also other conferences, symposia and workshops
« Considers State Awareness and Resilient Design to recognize and counter affects

* Must be judged by accepted metrics of resilience

* Resilient Control Considers Manmade and Natural Threats
« Both malicious and benign, unintended human actions
» Unexpected, cascading affects to complex control systems

« Architecture for Human-Cyber-Physical Response

« Infrastructure Cyber-Physical Trustworthiness Assessment & Adaptive, Proactive Control
* Role-based, Cyber-Physical State and Context Awareness for Human Response

» Hierarchical, Multiagent Distributed Recognition and Response to Cyber-Physical Threats
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QUESTIONS?

Resilient Control System

Adaptive and Agile
Centrol Response

Contral Logic

Cyber Cybzr Sensor .
\] Metvinsk Cyber!
Moniton na 3 COI"Il':I{m Jnications
esponse
Data 3 —=
Fusion 4 .
Physical Sensor W ,‘ > = Physleal Attack

F’l Netwiork 1

\ : E ‘R‘O— Controller/Sensor
X "/ Response

Physical
Manitoring
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