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Security: A brief history of cellular networks

 Wireless networks have been prone to
security threats, such as:
▪ 1G: prone to illegal cloning and

masquerading.
▪ 2G: prone to message spamming and

unwanted broadcasting.
▪ 3G: open to Internet security

vulnerabilities.
▪ 4G: further migrated Internet security

threats with increased speed.
▪ 5G: can open our lives to security

vulnerabilities in the form of IoT, critical
infrastructures, health, and even our
private lives:-privacy.
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New technologies introduced in 5G

 Cloudification
 Softwarization
 Virtualization

 Mechanisms for the

integration of IoT, etc.



Resulting security challenges

 Clouds: Maintaining important network

control entities, user information in shared

environments.

 SDN: Centralized control, open interfaces

& third-party applications, control channel

fingerprinting, and data plane

dependability.

 Virtualization: Slice creation/sharing, VNF

configurations, and hypervisor’s

centralized control.

 IoT: Flash network traffic or signaling

storms, fingerprinting a compromised

node (firmware implementation).

Denial of Service 

(DoS) attacks on 

the infrastructure
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Security of 5G
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 Modular, technology and service-based solutions, mainly driven by the 3GPP.

 It can be claimed that 5G, as a connectivity infrastructure, is the most secure

compared to the previous generations.

Security of 5G
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Security in the 
times of 6G
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Roadmap of 6G

Figure source: 3GPP
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 6G should 

• contribute to an efficient, human-friendly and sustainable society through 

ever-present intelligent communication,

• enable new applications (XR, industrial systems connectivity) through 

new technologies (terahertz).

 6G needs

• to be highly distributed and decentralized in nature, much like a mesh of 

self-organized autonomous networks working in unison. 

• each self-organizing autonomous network will have network control in its 

own physical vicinity. 

• therefore, have localized security policies, procedures, and technologies 

to maintain the independent working status of the local network. 

What will be 6G?
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 However, there are several limitations in the existing or evolving 

architectures:

• The existing systems, such as the 3GPP-based network architecture is 

highly centralized,

• It will be challenging to meet the strict requirement of future services, 

such as latency (physical limitations, such as speed of microwave), 

• There is a need of sustainable solutions, see, the 5G new radio 

consumes less energy per gigabyte compared to the 4G standards, but

the increased number of devices use a combined high amount of energy.

 Hence, distributed and decentralized, and sustainable network control and 

security policies, procedures, and technologies must be developed.

What will be 6G?...
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Roadmap of 6G security

Security 

Architecture

From centralized to decentralized security

Towards 6G

Resource-efficient in memory, processing, bandwidth:~ energy

Sustainable
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 The security architecture should be

• Distributed in nature to meet the requirements, e.g., latency, of future

services, such as authentication of moving vehicles, industrial systems,  

▪ Secure the network from the threats of AI, including inadvertent

weaknesses and threats, such as using non-integrity verified data,

▪ Secure all resources from the threats posed by quantum computing.

▪ Security systems need to be sustainable

▪ Emerging solutions based on AI will consume huge amounts of

computing, memory, transceiver, spectrum, and energy resources,

▪ Distributed ledger technologies (DLTs) provide opportunity for security in

untrusted environments, however, use huge amounts of resources,

▪ Centralization cost resources, e.g., time and spectrum.

Security of 6G
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Concluding remarks

 6G will provide ubiquitous connectivity with ubiquitous security that needs;
• the definition of omni-present security, that require

• the defintion of distributed security architecture, which

• must be sustainable by design, that require

• the difinition of sustainable security, and KPIs and KVIs for sustainable security.

 Hence, the immediate and most interesting research challenge we are facing is 

defining the potential security architecture that will fullfill the above needs.
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Questions?
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Thank you!



Ijaz Ahmad

Ijaz.ahmad@vtt.fi

+358 404865746

@VTTFinland

@your_account

www.vtt.fi
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