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Abstract: Smart Grids are advancing

technologically very rapidly by taking advantage of

the benefits offered by Wireless Sensor Networks

and Internet of Things. They offer optimization in

energy production and consumption by the adoption

of intelligent systems that can monitor and

communicate with each other. In this work, authors

have developed and tested an open-source co-

simulation framework for smart grid cyber security

studies such as Distributed Denial of Service attack

on a smart grid. Other applications will include Volt

and VAR control, fault detection and isolation, and

Demand response management. This framework is a

combination of two simulation software's

OMNET++ for simulating the data communication

systems and controlling the operation of the smart

grid components, and OpenDSS to calculate the

power flow in smart grids. For testing the

framework, optimized Volt Ampere Control is tested

for a period of 24 hours. Results prove the

effectiveness of the framework.
Figure 1 Co-Simulation framework            
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Results

In this work authors have presented a co-

simulation framework for the smart grid

and tested it for the Volt-VAR control. The

proposed framework has the ability to

integrate the smart grid components such as

Phasor Measurement Unit and Phasor Data

Concentrators. For the future work

blockchain or other security technologies

will be developed for the proposed

framework that will create immutable

records of grid data that is resistant to

tampering. This would allow for improved

detection of cyber attacks and improved

security of the smart grid.

Conclusions and Future work
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Figure 2 Smart Grid Topology

The Proposed smart grid has five residential loads each with its

own photovoltaic system and a battery energy storage system.

Based on the voltage values at residential loads, Controller takes

the decision to charge and discharge the battery storage system.

Supply and load data were taken from the Pecan street database

[1].

Parameter Value

Solar 10kVA

Battery power 15kVA

Battery Capacity 100kWh

Transmission impedance (0.320+0.075j)/km

Distance(Transformer to Load) 500m

Distance(Between loads) 20m

Table 1 Smart Grid parameters

Figure 3 Smart Grid Topology

Figure 4 Load and Supply (Residential)

Figure 5 Packet capture from OMNET++
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The PCAP file captured from the
OMNET++ will be used to recreate
the network in Mininet environment.
Using the PCAP file replay in Mininet
cyber attacks like DoS, DDoS, and
SQL injection will be simulated.
From the simulation results a
blockchain communication platform
will be developed for the secure data
transmission.

Data is transmitted from all the
components to the controller every
0.04 seconds. These measurements
are used to implement the Volt-VAR
control algorithm

Component Object Model

Server (COM) Dynamic Link

Library from OpenDSS is used

for data exchange between Open

-DSS and OMNET++. INET

framework is used for data

communication components such

as TCP-IP and Ethernet. Using

COM interface components can

be added and removed from the

smart grid which is helpful when

simulating time- dependent

scenarios.


